
 

YES 

NO 

NO 

YES 

Is there a low probability that the ePHI has been 
compromised based on a risk assessment of the 
following: (1) nature and extent of ePHI included, 
identifiers and likelihood of re-identification; (2) 
identity of the unauthorized person or to whom 
impermissible disclosure was made; (3) whether 
ePHI was actually acquired (such as exfiltrated) or 
viewed or only the opportunity to do so existed; 
(4)the extent to which the risk has been mitigated; 
and (5) whether ePHI was lost or its integrity 
compromised and any other relevant factors. 
 

Was your protected health information 
encrypted by the Business Associate prior to 
the ransomware attack such that it could be 
considered “secured protected health 
information”? (the encryption must have been 
done by the business associate PRIOR to the 
ransomware attack meeting the encryption 
standards). 

 
No HIPAA notification 
required 

 A Business Associate notifies you of a ransomware  
attack. Request all relevant information.  

NO 

HIPAA Breach Notifications Required  

 

Business Associate Impacted By Ransomware  
HIPAA Breach Reporting Decision Tree 

 
 

 
 

 Was your data on a system impacted by the 
ransomware? 

NO 

 

YES  

NO 
  Was one of the 18 HIPAA identifiers present in the data? 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 



The following 18 identifiers are considered Protected Health Information (PHI) 
 

1. Names; 
2. All geographic subdivisions smaller than a State, including street address, city, county, precinct, zip 

code, and their equivalent geocodes; 
3. All elements of dates (except year) for dates directly related to an individual, including birth date, 

admission date, discharge date, date of death; 
4. Telephone numbers; 
5. Fax numbers; 
6. Electronic mail addresses; 
7. Social security numbers; 
8. Medical record numbers; 
9. Health plan beneficiary numbers; 
10. Account numbers; 
11. Certificate/license numbers; 
12. Vehicle identifiers and serial numbers, including license plate numbers; 
13. Device identifiers and serial numbers; 
14. Web Universal Resource Locators (URLs); 
15. Internet Protocol (IP) address numbers; 
16. Biometric identifiers, including finger and voice prints; 
17. Full face photographic images and any comparable images; 
18. Any other unique identifying number, characteristic, or code. 
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